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Motivation — Device-independence

Bell-nonlocality

x/ \Y

m Nonlocal correlations are inherently random.

m Foundation for randomness expansion / key-distribution protocols!

m Security and analysis relies on the rate (bits per round).

Main focus of this work
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Randomness generated per round

Secure Laboratories

(Non-)Asymptotic rates in terms of:
= Randomness expansion
H(AB|X = x*,Y = y*,E)

= QKD
H(AIX =x*,E) — HAIX =x*,Y = y*,B)
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Randomness generated per round

Secure Laboratories
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(Non-)Asymptotic rates in terms of:
= Randomness expansion

= QKD
- H(A'X :X*v Y:y*vB)

Want device-independent lower bounds
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Device-independent lower bounds

Fix some linear constraint(s) C on pap|xy- E.g.

1
- E p(ablxy) > 0.8.
4

xy=adb

A strategy for C is a tuple (QaQsQk, p, {{Ma|x}a}x, {{Nb}y }}y) such that

p(ab|xy) = Tr [p(Ma\x ® Nb|y ® IE)]
satisfies the constraints in C.
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Device-independent lower bounds

Fix some linear constraint(s) C on pap|xy- E.g.
1
= > p(ablxy) > 0.8.
4 xy=adb
A strategy for C is a tuple (QaQa Qe p. {{Majc s {{No), }o}) such that
p(ab\xy) =Tr [p(Ma\x ® Nb|y ® IE)]

satisfies the constraints in C.

Post-measurement state

page = Y 1a)al ® Trquqp [(Majxs ® 1)p]  ——————————> H(AIX = x*, Q)

DI bounds

Want to compute
r(C) =inf H(A|X =x*,E)
where inf over all strategies compatible with C.
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Device-independent lower bounds

Fix some linear constraint(s) C on pap|xy- E.g.

1
- E p(ablxy) > 0.8.
4

xy=adb

A strategy for C is a tuple (QaQsQk, p, {{Ma|x}a}x, {{Nb}y }}y) such that

p(ab|xy) = Tr [p(Ma\x ® Nb|y ® IE)]
satisfies the constraints in C.

Post-measurement state

page = Y 1a)al ® Trquqp [(Majxs ® 1)p]  ——————————> H(AIX = x*, Q)
DI bounds

Want to compute
r(C)
where inf over all strategies compatible wit :

Difficult to solve
nonconvex / unbounded dimension
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Previous works

Approaches
m Analytical bounds [PAB*09, GMKB21, MPW?21]

m Reduce to qubits and solve explicitly
m tight bounds / restricted scope
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Previous works

Approaches
m Analytical bounds [PAB*09, GMKB21, MPW?21]

m Reduce to qubits and solve explicitly
m tight bounds / restricted scope

m The min-entropy Hmin
m Write as a noncommutative polynomial optimization problem (NPO) and apply NPA.
m easy to compute / poor bounds

m Recent works [TSG'19, BFF21]

m Different lower bounding NPOs.
m Better than Hyi, / room for improvement

m Our new approach
m Define a sequence

Him(p) = IR ICAEA) (1)

inf
21, s Zm€B(

such that H, < H and Hp, —» H as m — oc.
m close to optimal / more efficient / wider scope
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Variational forms and NPOs

Idea: Relax to a problem we can approximate...

Noncommutative polynomial optimization problems

inf  Tr[pP(Z1,...,2Z)]
st. Tr[pQi(Z,...Z))] > wi
Ri(Z,...,Z,) >0
infimum over (M, p, Z1, ..., Zy).
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Variational forms and NPOs

Idea: Relax to a problem we can approximate...

Noncommutative polynomial optimization problems

inf  Tr[pP(Z1,...,2Z)]
st. Tr[pQi(Z,...Z))] > wi
Ri(Z,...,Z,) >0

infimum over (M, p, Z1, ..., Zy).
Why?
(Convergent) SDP hierarchy gives lower bounds (NPA hierarchy [PNA10]).

Goal:
Search for variational bounds on entropies with an NPO form.
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Example: Min-entropy

Consider Hyin(A|E) := — log Pguess(A|E) Hmin(A|E) < H(A|E)
For cg-state arising from nonlocal test we have

Pencrs(A1E) = max S0 Tr [po,e(M © 2)]

Note infstrategies H(A‘E) > infstrategies Hnin (A‘E) SO compute

max ZTY [PQAE(Ma ®Za)}
a

strategies+Z,

Relax tensor product to get NPO

max ZTr [pQAEMQZa]
a

strategies+Z,
st. [Ma, Z]=0
+ other constraints
Apply NPA and compute some SDPs! Rulls @i il

Hpmin applicable = Our bounds applicable
(not iff)
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Generalization: relative entropy bounds

We actually work with the relative entropy

D(pllo) = Tr[p(log p — log 7)] .

Tsirelson Memorial Workshop — arXiv:2106.13692 = April 05 2022



Device-independent lower bounds on the conditional von Neumann entropy

Generalization: relative entropy bounds

We actually work with the relative entropy

D(pllo) = Tr[p(log p — log 7)] .

Can use it for conditional entropy

H(A|B) = —D(pasl|la ® ps).

Tsirelson Memorial Workshop — arXiv:2106.13692 = April 05 2022



Device-independent lower bounds on the conditional von Neumann entropy

Generalization: relative entropy bounds

We actually work with the relative entropy

D(pllo) = Tr[p(log p — log 7)] .

Can use it for conditional entropy

H(A|B) = —D(pasl|la ® ps).

The goal

Derive something of the form
D(pllo) < em + supTr [opm(2)] + Tr [7m(Z)]

with pm and gm some polynomials and with the RHS converging as m — oo.
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Generalization: relative entropy bounds

We actually work with the relative entropy

D(pllo) = Tr[p(log p — log 7)] .

Can use it for conditional entropy

H(A|B) = —D(pasl|la ® ps).

The goal Know D(p||o) = sup(x,y,zer Tr[pX] + Tr[oY] + z

Derive something of the form
D(pllo) < em + supTr [opm(2)] + Tr [7m(Z)]

with pm and gm some polynomials and with the RHS converging as m — oo.
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Device-independent lower bounds on the conditional von Neumann entropy

Derivation overview

Gauss-Radau approximation of the logarithm

1 x—1
In(x) = /0 o Z wife;(x)

X

where fi(x) = ﬁ
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Derivation overview

Gauss-Radau approximation of the logarithm

1 X —
|n(x):/0 m Zw,fr(X)

x—1
(x—1)+1"

Apply approximation to logarithm in D(p||o)

D(pllo) < Z

where fi(x) =

(pllo)-
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Derivation overview

Gauss-Radau approximation of the logarithm

1 X —
|n(x):/0 m Zw,fr(X)

x—1
(x—1)+1"

H Apply approximation to logarithm in D(p||o)

D(pllo) < Z

where fi(x) =

D(pllo) = — 3=, pilog(a;/ pi) (i, ;)

(pllo)-

Each D_¢ (p|lo) admits a variational form

1
Dplpllo) == inf {Trlpll + 2+ 2" + (1= )Z"2)] + Tk [022°]}
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Derivation overview

Gauss-Radau approximation of the logarithm

1 X —
|n(x):/0 m Zw,fr(X)

x—1
(x—1)+1"

H Apply approximation to logarithm in D(p||o)

m
o
D(pllo) <> —
= In2

where fi(x) =

D(pllo) = — 3=, pilog(a;/ pi) (i, ;)
—, (pllo).

Each D_¢ (p|lo) admits a variational form

1
Dplpllo) == inf {Trlpll + 2+ 2" + (1= )Z"2)] + Tk [022°]}

Main Result

m

Dlplle) < =32 05 Lo (Tl + 2 +2° + (1= 0)2°2)] + T [0 22°)

and RHS converges as m — oo.
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Application: Device-independence

Approximate von Neumann entropy with m-th level variational form

H(A|B) > i?,-fz #i(Tr [paepi(Zi)] + Tr [(]a ® pg)qi(Z))])
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Application: Device-independence

Approximate von Neumann entropy with m-th level variational form

H(A|B) > i?,-fz #i(Tr [paepi(Zi)] + Tr [(]a ® pg)qi(Z))])

Rate optimization infstrategies H(A|X = x*, Qg) lower bounded by

t'?';z i ZTr PoAQe(Mapr ® (Zoi + Z3i + (1 — 1) 23:Z5) + tiZai Zs))] -
+z; =1
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Application: Device-independence

Approximate von Neumann entropy with m-th level variational form

H(A|B) > i?,-fz ki(Tr [paspi(Zi)] + Tr [(Ia ® pe)qi(Zi)])

Rate optimization infstrategies H(A|X = x*, Qg) lower bounded by

m

. wi * * *
D i T [ponae (M © (2o Zig + (1= 0)Z0,22) + 620,251 -
+Z; i= a
Remarks

m Can now be easily relaxed to an NPO and solved using NPA [PNA10].
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Approximate von Neumann entropy with m-th level variational form

H(A|B) > i?,-fz ki(Tr [paspi(Zi)] + Tr [(Ia ® pe)qi(Zi)])

Rate optimization infstrategies H(A|X = x*, Qg) lower bounded by

m

. Wi * * *
+z, i= a
Drop ® and impose [M, Z] = 0.
Remarks

m Can now be easily relaxed to an NPO and solved using NPA [PNA10].

m NPA hierarchy converges as ||Z|| can be bounded.
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Application: Device-independence

Approximate von Neumann entropy with m-th level variational form

H(A|B) > ig_fz ki(Tr [paspi(Zi)] + Tr [(Ia ® pe)qi(Zi)])

Rate optimization infstrategies H(A|X = x*, Qg) lower bounded by

St,;pezgiesz i ZTr [P@a0e (Mapex ® (Zai + Z5 + (1 = ) Z5:Z5) + 1125, 253)] -
+Z; i=1

Drop ® and impose [M, Z] = 0.
Remarks

m Can now be easily relaxed to an NPO and solved using NPA [PNA10].
m NPA hierarchy converges as ||Z]| can be bounded.
m Similar results for H(AB|X = x, Y =y, Qe) or H(A|XQE) and others.
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Results

A ' B

m Applied our method to compute rates :

for DIRNG and DIQKD. :

1

1

m Looked at different constraint sets C: !
m CHSH score X / : \ Y

I D0 plablxy) >w '

xy=adb
m Full distribution
p(ab|X.y) = Cabxy V(a, b,X,y)
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Results

A \ B

m Applied our method to compute rates '

for DIRNG and DIQKD. :

1

1

m Looked at different constraint sets C: !
m CHSH score X / : \ Y

LY plably) 2w '

xy=a®b
= Full distribution
p(ab|X.y) = Cabxy V(a, b,X,y)

m Investigated detection efficiency noise model.

m Independent probability 1 € [0, 1] that each device succeeds.
m Device failures recorded as a particular outcome.
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Results | — Recovering tight bounds for the CHSH game

Bounding inf H(A|X =0, Qg)
1 T
® Analytic [PAB*09] *
— Hmin(A[E) °
0.8 i
°
°
°
06| . |
] )
m °
°
0.4 ° .
°
°
°
°
0.2 ° |
°
°
°
°
| |
0.79 0.81 0.83 0.85

|
8. 75 0.77
CHSH score
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Results | — Recovering tight bounds for the CHSH game

Bounding inf H(A|X =0, Qg)
1 T
® Analytic [PAB*09] *
—— Log approx m =2 )
0.8 |- —— Huin(A|E)
°
°
)
0.6 |- ® .
] )
o )
°
0.4 - n
0.2 - n
| |
0.79 0.81 0.83 0.85

|
8. 75 0.77
CHSH score
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Results | — Recovering tight bounds for the CHSH game

Bounding inf H(A|X =0, Qg)
1 T
® Analytic [PAB*09] g
—— Log approx m =2 °
0.8 Log approx m =4 °
— Hmin AlE
(AE) .
[
0.6 |- ® .
3
0 o
o
0.4 | n
0.2 n
o
| |
0.79 0.81 0.83 0.85

|
8. 75 0.77
CHSH score
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Results | — Recovering tight bounds for the CHSH game

Bounding inf H(A|X =0, Qg)

1 T T
® Analytic [PAB*09]
—— Log approx m =2
0.8 Log approx m =4
—— Log approx m =8
—— Hmin(A|E)
0.6 - N
2
m
0.4 n
0.2 n
| | | | |
8. 75 0.77 0.79 0.81 0.83 0.85
CHSH score
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Results | — Recovering tight bounds for the CHSH game

Bounding inf H(A|X =0, Qg)

1 T T
® Analytic [PAB*09]
—— Log approx m =2
0.8 Log approx m =4
—— Log approx m =8
—— Hmin(A|E)
0.6 - N
2
m
0.4 a
0.2 a
NPA level: 2 4+ ABZ + AZZ
SDP runtime: < 1 second
| | | | |
8. 75 0.77 0.79 0.81 0.83 0.85
CHSH score
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Results Il — Improved randomness expansion rates

Bounding inf H{AB|X =0,Y =0, Qg)
2 T T T

1.8 —— Log approx m =8
— [TSG*19] bound
16| [BFF21] bound 2

1.4 -

1.2

1,

Bits

0.8 -

0.6 |-

0.4 -

\ |
%.7 0.75 0.8 0.85 0.9 0.95 1
Detection efficiency (n)
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Results Il — Improved randomness expansion rates

Bounding inf H{AB|X =0,Y =0, Qg)
2 T T T

1.8 —— Log approx m =8
— [TSG*19] bound
16| [BFF21] bound 2

1.4 -

1.2

1,

Bits

0.8 -

0.6 |-

0.4 -

NPA level: 2+ ABZ
SDP runtime: < 1 minute
|

\ | |
%.7 0.75 0.8 0.85 0.9 0.95 1
Detection efficiency (n)
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Results Il — Improved DIQKD rates

Bounding inf H(A|X =0, Qe) — H(A|IX =0,Y =2, B)

1 T T T T T T
091} —— Our technique m = 12 i
—— Analytic CHSH bound
0.8 1071 E : e |
07} | A i
107% ¢ E
0.6 - r ] n
2 07 E
@ 0.5 g & N
04 107 E 8
0.3 5| ! ! ! 1 i
1 082 084 086
0.2 N
0.1 i
/\ | | |

| | \
O0.8 0.82 0.84 086 0.8 09 092 094 09 0.98 1
Detection efficiency (n)
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Results Il — Improved DIQKD rates

Bounding inf H(A|X =0, Qe) — H(A|IX =0,Y =2, B)

il T T T T T T
09| —— Our technique m = 12 a
—— Analytic CHSH bound
0.8 |- 1071 F T g 1
0.7 B i :
107% ¢ E
0.6 |- § ] ]
2 107% ¢ E
5 05 g . .
0af 1070 E .
03 —s | ! ! ! | |
1 082 084 086
0.2 - a
0.1 NPA level: 2 + ABZ .
/ SDP runtime: seconds
\ \ | |

| | | \
O0.8 0.82 0.84 086 0.8 09 092 094 09 0.98 1
Detection efficiency (n)
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Results Il — Improved DIQKD rates

Analytical results

Bounding inf H(A|[X =0, Qe) — H(A|X =0,Y =2,B) with similar thresholds [MPW21]
1 T T T T T T T T
09| —— Our technique m = 12 a
—— Analytic CHSH bound
081 1071 ‘ | i
07} s A i
107% ¢ E
0.6 - F ] n
2 107% ¢ E
2 05| ] ] .
04l 107 E .
03 - =5 L | | | ] |
1 082 084 086
0.2 - *
01 NPA level: 2 + ABZ .
/ SDP runtime: seconds
| [ | |

| | | \
O0.8 0.82 0.84 086 0.8 09 092 094 09 0.98 1
Detection efficiency (n)
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Application 2: Beyond DI

The squashed entanglement [CWO04] for a bipartite state pag is defined as

E(A:B) = inf I(A: B|E).

Trelpasel=ras
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E(A:B) = inf I(A: B|E).

Trelpasel=ras

m Operationally relevant quantity: upper bounds on distillable entanglement /
key [Chr06, CEHT07, CSW12, Wil16].
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Trelpasel=ras

m Operationally relevant quantity: upper bounds on distillable entanglement /
key [Chr06, CEHT07, CSW12, Wil16].

m Many desirable properties: additivity, monotonicity under LOCC, monogamy. ..
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The squashed entanglement [CWO04] for a bipartite state pag is defined as

E(A:B) = in I(A: BiE

(relpaBEl=PAB

Difficult to solve
. i . ..nonconvex / unbounded dimension
m Operationally relevant quantity: upper bounds on distillable entanglement
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The squashed entanglement [CWO04] for a bipartite state pag is defined as

E(A:B) = in I(A: BiE

(relpaBEl=PAB

Difficult to solve
. i . ..nonconvex / unbounded dimension
m Operationally relevant quantity: upper bounds on distillable entanglement

key [Chr06, CEH'07, CSW12, Wil16].

m Many desirable properties: additivity, monotonicity under LOCC, monogamy. ..

Suppose pagep is pure, then

I(A: B|E) = H(A|D) + H(A|E)
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Application 2: Beyond DI

The squashed entanglement [CWO04] for a bipartite state pag is defined as

E(A:B) = in I(A: BiE

(relpaBEl=PAB

Difficult to solve
. i . ..nonconvex / unbounded dimension
m Operationally relevant quantity: upper bounds on distillable entanglement

key [Chr06, CEHT07, CSW12, Wil16].
m Many desirable properties: additivity, monotonicity under LOCC, monogamy. ..
Suppose pagep is pure, then

I(A: B|E) = H(A|D) + H(A|E)

En(A:B)= inf Hn(AD)+ Hn(A|E)
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Application 2: Beyond DI

The squashed entanglement [CWO04] for a bipartite state pag is defined as

E(A:B) = in I(A: BiE

(relpaBEl=PAB

Difficult to solve
. i . ..nonconvex / unbounded dimension
m Operationally relevant quantity: upper bounds on distillable entanglement

key [Chr06, CEH'07, CSW12, Wil16].

m Many desirable properties: additivity, monotonicity under LOCC, monogamy. ..

Suppose pagep is pure, then

I(A: B|E) = H(A|D) + H(A|E)

Em(A:B) = inf Hm(A|D)+ Hm(A|E)
PABDE N m-th variational

lower bound
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Application 2: Beyond DI

The squashed entanglement [CWO04] for a bipartite state pag is defined as

E(A:B) = in I(A: BiE

(relpaBEl=PAB

Difficult to solve
. i . ..nonconvex / unbounded dimension
m Operationally relevant quantity: upper bounds on distillable entanglement

key [Chr06, CEH'07, CSW12, Wil16].

m Many desirable properties: additivity, monotonicity under LOCC, monogamy. ..

Suppose pagep is pure, then

I(A: B|E) = H(A|D) + H(A|E)

Em(A:B) = inf Hm(A|D)+ Hm(A|E)
PABDE N m-th variational

lower bound

m SDP lower bounds via NPA hierarchy!
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Results - Werner state squashed entanglement

Consider a two-qubit Werner state

I_Isyrn I_lasyrn
p=pr—i— + (1= p)
Ty T P T [Many]

with p € [0, 1].
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Device-independent lower bounds on the conditional von Neumann entropy

Results - Werner state squashed entanglement

Consider a two-qubit Werner state

I_lasyrn

Tr [Masym]

I_Isym

P:Pm‘F(l—P)

with p € [0, 1].

Using variational lower bounds and heuristic upper bounds we find

da=dg =2
1 : :
—— Upper bound
08l —— Lower bound m = 10 ||
0.6 |- |
(Eeq
0.4 7
0.2 |
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Device-independent lower bounds on the conditional von Neumann entropy
Conclusion

Summary

m Technical result: convergent variational upper bounds on D(p||o).
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Conclusion

Summary
m Technical result: convergent variational upper bounds on D(p||o).

m Application: Improved lower bounds on DI protocol rates.
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Device-independent lower bounds on the conditional von Neumann entropy
Conclusion

Summary
m Technical result: convergent variational upper bounds on D(p||o).
m Application: Improved lower bounds on DI protocol rates.

m Outperforms previous numerical methods (4 faster).
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Device-independent lower bounds on the conditional von Neumann entropy
Conclusion

Summary
m Technical result: convergent variational upper bounds on D(p||o).
m Application: Improved lower bounds on DI protocol rates.
m Outperforms previous numerical methods (4 faster).

m Can be applied directly to existing security proof techniques
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Device-independent lower bounds on the conditional von Neumann entropy
Conclusion

Summary
Technical result: convergent variational upper bounds on D(p||c).

Application: Improved lower bounds on DI protocol rates.

[
[

m Outperforms previous numerical methods (4 faster).

m Can be applied directly to existing security proof techniques
[

Other applications: Lower bounds on squashed measures
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Device-independent lower bounds on the conditional von Neumann entropy
Conclusion

Summary
m Technical result: convergent variational upper bounds on D(p||o).
m Application: Improved lower bounds on DI protocol rates.
m Outperforms previous numerical methods (4 faster).
m Can be applied directly to existing security proof techniques

m Other applications: Lower bounds on squashed measures

Outlook

m More efficient computations? (symmetries?)
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Device-independent lower bounds on the conditional von Neumann entropy
Conclusion

Summary
m Technical result: convergent variational upper bounds on D(p||o).
m Application: Improved lower bounds on DI protocol rates.
m Outperforms previous numerical methods (4 faster).
m Can be applied directly to existing security proof techniques

m Other applications: Lower bounds on squashed measures
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m More efficient computations? (symmetries?)

m Convergence of the numerics? (tensor vs commuting)
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Device-independent lower bounds on the conditional von Neumann entropy
Conclusion

Summary
m Technical result: convergent variational upper bounds on D(p||o).
m Application: Improved lower bounds on DI protocol rates.
m Outperforms previous numerical methods (4 faster).
m Can be applied directly to existing security proof techniques

m Other applications: Lower bounds on squashed measures

Outlook
m More efficient computations? (symmetries?)
m Convergence of the numerics? (tensor vs commuting)

m Other applications?

Thanks for your attention
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Device-independent lower bounds on the conditional von Neumann entropy

Bonus results — DICKA setting (Holz inequality)

Bounding inf H(A|X =0, Qg)
1
e H(A|X =0, Q) analytic
—— Our technique m =2
0.8 Our technique m = 4
—— Our technique m =8
0.6 - N
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Bonus results — DICKA setting (Holz inequality)

Bounding inf H(A|X =0, Q)
1
e H(A|X =0, Q) analytic
—— Our technique m =2
0.8 - Our technique m =4
—— Our technique m =8
0.6 |- N
%]
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m
0.4 - a
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Device-independent lower bounds on the conditional von Neumann entropy

Bonus results — Generalized CHSH (a = 1.1)

Bounding inf H(A|X =0, Qg)

Bo = a((AoBo) + (AoBi1)) + (A1Bo) — (A1By)

1

0.6 -

Bits

0.4

0.2

e H(AIX =0, Qe) analytic
—— Our technique m =2
Our technique m =4
—— Our technique m =8

2.8

2.2
Bell-inequality violation (a

| |
2.4 2.6
=1.1)
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Device-independent lower bounds on the conditional von Neumann entropy

Bonus results — Generalized CHSH (a = 1.1)

Bounding inf H(A|X =0, Qg)

Ba = a({AcBo) + (AoB1)) + (A1 Bo) — (A1B1)

1

0.6 -

Bits

0.4

0.2

e H(AIX =0, Qe) analytic
—— Our technique m =2
Our technique m =4
—— Our technique m =8

NPA level: 2 + ABZ
SDP runtime: seconds
|

2.8
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Device-independent lower bounds on the conditional von Neumann entropy

Bonus results — Generalized CHSH (« = 0.9)

Bounding inf H(A|X =0, Qg)

1

0.6 |-

Bits

0.4

0.2

e H(AIX =0, Qe) analytic
—— Our technique m =2
Our technique m =4
—— Our technique m =8

Ba = a({AcBo) + (AoB1)) + (A1 Bo) — (A1B1)

2.7

)
[
)
)
o
[
[

NPA level: 2 + ABZ
SDP runtime: seconds
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